COMREX

Tech Note: HTTPS and Other Enhancements in Firmware 5.5

Firmware 5.5 for ACCESS and BRIC-Link codecs has several new features that are not yet
detailed in the product manual.

Theme: The web-based Ul can now be toggled between “normal” light mode, dark mode, and whatever the sys-
tem defaults to. This option is found at the bottom of the far left menu (hamburger) bar.
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Web Ul: The web Ul for these products now supports TLS, accepting connections from web browsers using the
HTTPS protocol. This enhances security and relieves many concerns of IT departments.

For users who are not interested in HTTPS, the interface will work the same as always, delivering the HTTP version
of the web interface over port TCP 80, assuming port 443 is not open. You can also disable HTTPS completely via
the interface options described below (although this shouldnt be necessary if port TCP 443 is closed).

HTTPS support is complex, requiring trusted certificates in order to make web browsers accept the protocol
without issuing warnings. The complexity happens in the background, and unless there are extreme firewall
measures in place it should just work without any additional configuration. HTTPS support is on by default, but
may be disabled in new configuration options. Allowing HTTPS to the outside world requires that an additional
incoming port be opened (TCP 443) in addition to the unsecured port (TCP 80).
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How It Works

Web Ul requests will go to TCP port 80 as usual (unless configured differently), but if the HTTPS function is
enabled, it will use a“Smart Redirect” protocol to redirect the request to its HTTPS port.“Smart Redirect” will
probe to see if the secure port (TCP 443) is open, and if so, will redirect the request to that port.

If the “Smart Redirect” protocol fails (e.g. port TCP 443 is not open), the user will receive a brief warning that
the connection is not secure before being directed back to the HTTP port. If this is bothersome, disable HTTPS
in the web interface as shown below.

In the System Settings Tab on the web interface (or Global Settings on Comrex Multirack), a new entry allows
configuration of HTTPS settings.

v @@ HTTPS Interface
B8045f4608aa . ddns . comrex.com

Enable Yes
Redirection Policy Smart redirect
HTTPS Port TCP 443

Log Messages

Enable: On by default, setting to “No” will disable all HTTPS services and ports.

Redirection Policy- Defaults to “Smart” (product will probe the HTTPS port and redirect if possible). It can also
be set to always redirect to the secure port, or to redirect to the insecure port (without the temporary security
warning) if desired.

HTTPS Port: Defaults to TCP 443. If you have several products on the same IP address, you will need to change
this port to be unique on each product (as done for the insecure port, TCP 80).

Log Messages: Opens a window to show status of the HTTPS setup functions

HTTPS support requires valid NTP sync lock on the Comrex product. If the NTP server is blocked or unavailable,
an error message will appear in the log to that effect.

Special Notes for MultiRack

Although MultiRack offers 5 codec instances in one product, it only requires one certificate at the main IP ad-
dress and will function the same as described above. As with other products, you must have both the HTTP
port (TCP 80) and the HTTPS port (TCP 443) forwarded to the Internet, and each instance opened in the ag-
gregator (at the main address of the MultiRack) will open a secure page for that instance. The new scheme
also allows for direct addressing of each instance (via the HTTPS interface) without opening individual ports
for each instance’s web interface. This is done via a new path within the URL. Each instance is addressed as
<ip_address>/secure/n where n is the instance number. As an example:

A Multirack is located at IP address 70.22.155.155. Only TCP ports 80 and 443 are forwarded to the Internet.
Typing in the address 70.22.155.155/secure/3 will take the user directly to instance 3 via HTTPS.

Technical Details

HTTPS is designed for servers, and requires that a Certificate Authority certify that the web page being served
is valid. It also encrypts the data between the server and the browser, reducing the ability to use certain cyber
attacks. Because Comrex products are often not at fixed, known addresses (like your typical Internet web
server), there are several “"hoops” to jump through in order to get HTTPS to work. These happen automatically
in the background.



The system uses a Comrex-maintained server at ddns.comrex.com to aid in the authentication and
certification process that needs to happen for HTTPS. This server provides dynamic dns lookups and
delegated dns-01 letsencrypt authentication on behalf of the Comrex product. It will also provision a
subdomain on the server on behalf of the Comrex product based on its MAC address, authenticated by
the existing private certificates built into the product.

The unit itself then provisions a root CA authority (necessary to make SSL requests securely to Lets
Encrypt). This is supplied by an outbound request to the same ddns.comrex.com server at boot and
subsequently once a month.

The product also checks for an update to the ddns key which is done via a request to a web service on
the ddns.comrex.com server. This is only done once at startup.

Finally, the final wildcard certificate is obtained from Lets Encrypt, a free public Certificate Authority. Au-
thentication is performed via delegated dns-01 authentication. This means only outbound requests from
the Comrex product are required (no inbound ports need to be open). Certificate renewal requests to

Lets Encrypt begin 32 days before certificate expiration, and continue daily until the renewal is granted.

These outbound web service requests may be noticed by security-sensitive customers.Most IT depart-
ments should be pleased with the transition to HTTPS, but if these additional outbound connections
are a concern, they can be stopped by disabling the HTTPS Interface settings as shown in the previous
section.



